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EXECUTIVE SUMMARY

Intelligence compiled: Sunday, 31 May 2026 at 18:31

DARK WEB POSTS

75
5 critical + 34 high

RANSOMWARE VICTIMS

100
26 active groups

INTEL ARTICLES

510
news + threat feeds

COUNTRIES AFFECTED

58
in dark web + ransomware

HIBP BREACHES

999
17597M+ accounts exposed

WATCHLIST ALERTS

0
0 unread

VULNERABILITIES

55
in feed

THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE

[!] Critical 5

[H] High 34

[M] Medium 36

[L] Low 0

TOP DARK WEB INCIDENTS

Country Severity Sectors Summary

- CRITICAL Government Smashing Security podcast #469: What your Oura ring won&#8217;t t

Ukraine CRITICAL Government Meet GREYVIBE, the Russia-Linked Hacking Group Using AI to Target

Microsoft Call CRITICAL Microsoft Calls the Zero-Day Dumps Irresponsible. The Researcher 

Israel CRITICAL Energy Israel - Cardinal group claims breach of Israeli nuclear infrastr

Canada CRITICAL Canada - Telus Digital confirms massive data breach by ShinyHunte

- HIGH Zapier fixes bug chain that researchers say risked widespread acc

FBI warns US HIGH Legal FBI warns US-based law firms to be on the lookout for cybercrime 

- HIGH CrowdStrike disrupts Glassworm botnet that preyed on open-source 
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RANSOMWARE ACTIVITY

Group Victims Top Sector

qilin 19 Manufacturing

everest 9 Healthcare

genesis 8 Not Found

akira 7 Manufacturing

nova 6 Education

thegentlemen 6 Manufacturing

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Thu, 28 Ma 2026 World Cup: Discussing The Worlds Biggest Games Attack Surface

Palo Alto Unit 42 Wed, 27 Ma Out of the Crypt: The Evolving Cyber Extortion Economy

Palo Alto Unit 42 Fri, 22 Ma Tracking Iranian APT Screening Serpens 2026 Espionage Campaigns

Palo Alto Unit 42 Fri, 22 Ma Paved With Intent: ROADtools and Nation-State Tactics in the Cloud

Palo Alto Unit 42 Thu, 21 Ma The npm Threat Landscape: Attack Surface and Mitigations (Updated May 21)

Palo Alto Unit 42 Wed, 20 Ma Tracking TamperedChef Clusters via Certificate and Code Reuse

TOP CYBERSECURITY NEWS

Source Date Headline

Dark Reading Fri, 29 Ma Name That Toon: Mark of (Cybersecurity) Progress

Dark Reading Fri, 29 Ma Asia's Cyber Insurance Market Shows Signs of Life

Dark Reading Fri, 29 Ma With Complex Cloud Integrations, Small Errors Lead to Major Compromises

Dark Reading Fri, 29 Ma 'The Com' Cyberattacks Support Violence &amp; Sexploitation

Dark Reading Thu, 28 Ma As Global Powers Explore Humanoid Robots, Cyber-Risk Looms

Dark Reading Thu, 28 Ma Dutch Raid Fails to Dent Russian Bulletproof Host
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DATA BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach Sun, 31 Ma Bombay High Court Issues Injunction Prohibiting Hackers From Publishing Allegedl

Data Breach Sat, 30 Ma Microsoft&#8217;s incident response is getting a failing grade from researchers

Data Breach Fri, 29 Ma Thousands of Oregon prison files accessed by prison worker

Vulnerability Sun, 31 Ma CVE-2026-10188 - Tenda W12 httpd cgistaKickOff stack-based overflow

Vulnerability Sun, 31 Ma CVE-2026-10187 - Totolink N300RH Web Management wireless.so setWiFiBasicConfig s

Vulnerability Sun, 31 Ma CVE-2026-10189 - Tenda W12 httpd cgiSysTimeInfoSet stack-based overflow

Unauth Access Sun, 31 Ma Bombay High Court Issues Injunction Prohibiting Hackers From Publishing Allegedl

Unauth Access Sat, 30 Ma Microsoft&#8217;s incident response is getting a failing grade from researchers

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts

Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications.io verifications.io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit.In - 2016-10-13 593.4M
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