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EXECUTIVE SUMMARY

Intelligence compiled: Sunday, 5 July 2026 at 20:44

DARK WEB POSTS

129
12 critical + 63 high

RANSOMWARE VICTIMS

100
18 active groups

INTEL ARTICLES

547
news + threat feeds

COUNTRIES AFFECTED

56
in dark web + ransomware

HIBP BREACHES

1015
17677M+ accounts exposed

WATCHLIST ALERTS

0
0 unread

VULNERABILITIES

55
in feed

THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE

[!] Critical 12

[H] High 63

[M] Medium 54

[L] Low 0

TOP DARK WEB INCIDENTS

Country Severity Sectors Summary

- CRITICAL Government DHS to unveil replacement council for critical infrastructure cyb

- CRITICAL The Anatomy of a Shadow AI Supply-Chain Breach: Lessons from the 

- CRITICAL FortiBleed Credential Theft Connected to INC and Lynx Ransomware 

- CRITICAL Sysdig Details JADEPUFFER, the First Documented Agentic Ransomwar

China CRITICAL Defence USB drives carrying China-linked malware infected Japanese milita

- CRITICAL Smashing Security podcast #472: AI gets hacked, and BitLocker get

- CRITICAL Government Smashing Security podcast #469: What your Oura ring won&#8217;t t

- CRITICAL Technology Accenture shells out $4.18B on three companies in big industrial 
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RANSOMWARE ACTIVITY

Group Victims Top Sector

thegentlemen 41 Business Services

medusalocker 10 Business Services

genesis 9 Technology

incransom 8 Public Sector

qilin 6 Technology

Wallstreet 4 Manufacturing

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Thu, 02 Ju How We Added WebAuthn to a Browser-Based RDP Client

Palo Alto Unit 42 Wed, 01 Ju Phantom Squatting: AI-Hallucinated Domains as a Software Supply Chain Vector

Palo Alto Unit 42 Fri, 26 Ju Threat Brief: Mitigating Large-Scale Credential Attacks

Palo Alto Unit 42 Thu, 25 Ju CL-STA-1062 Targets Southeast Asian Governments and Critical Infrastructure

Palo Alto Unit 42 Tue, 23 Ju OpenClaws Skill Marketplace and the Emerging AI Supply Chain Threat

Palo Alto Unit 42 Mon, 22 Ju The Global Namespace Risk: Universal Bucket Hijacking Technique for Cloud Data E

TOP CYBERSECURITY NEWS

Source Date Headline

Dark Reading Fri, 03 Ju Chinese LLMs Broaden the Gap Between Attackers &amp; Defenders

Dark Reading Thu, 02 Ju Aussies Face Reduced Cybercrime Risk, as Pressure Shifts to SMBs

Dark Reading Thu, 02 Ju Apple Reverses Age-Old Patch Policy to Keep Up With AI

Dark Reading Thu, 02 Ju FortiBleed Actors Collaborating With Inc, Lynx Ransomware Gangs

Dark Reading Thu, 02 Ju Ransomware Thugs Masquerade as Interpol to Entice Small Biz

Dark Reading Thu, 02 Ju Anthropic's AI Finds Bugs. IBM Bets $5B It Can Fix Them.
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DATA BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach Fri, 03 Ju Own Goal: Inside the Cyber Risks of the 2026 World Cup | UpGuard

Data Breach Tue, 02 Ju Breaking Confinement: How a Corrections Vendor Exposed Inmate Communications | U

Data Breach Mon, 18 Ma Shared Context: How an MCP Server Exposed a Private Equity Firm | UpGuard

Vulnerability Sun, 05 Ju CVE-2026-14764 - code-projects Hotel and Tourism Reservation Event Management ad

Vulnerability Sun, 05 Ju CVE-2026-14763 - code-projects Hotel and Tourism Reservation Tour Reservations t

Vulnerability Sun, 05 Ju CVE-2026-14762 - code-projects Hotel and Tourism Reservation Room Management roo

Unauth Access Fri, 03 Ju Own Goal: Inside the Cyber Risks of the 2026 World Cup | UpGuard

Unauth Access Tue, 02 Ju Breaking Confinement: How a Corrections Vendor Exposed Inmate Communications | U

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts

Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications.io verifications.io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit.In - 2016-10-13 593.4M
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