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EXECUTIVE SUMMARY

Intelligence compiled: Sunday, 4 October 2026 at 20:41

DARK WEB POSTS

334
15 critical + 117 high

RANSOMWARE VICTIMS

100
33 active groups

INTEL ARTICLES

904
news + threat feeds

COUNTRIES AFFECTED

76
in dark web + ransomware

HIBP BREACHES

1039
17838M+ accounts exposed

WATCHLIST ALERTS

0
0 unread

VULNERABILITIES

146
in feed

THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE

[!] Critical 15

[H] High 117

[M] Medium 202

[L] Low 0

TOP DARK WEB INCIDENTS

Country Severity Sectors Summary

- CRITICAL Attackers exploited Citrix NetScaler zero-day for at least three 

- CRITICAL US is looking to weave AI into critical infrastructure for cybers

- CRITICAL Defence The US military just turned off ad tracking on its phones. Maybe 

China CRITICAL Government Warlock Ransomware Still Exploits Year-Old SharePoint Flaws to Hi

- CRITICAL Defence House and Senate members propose legislation for CISA to step up 

- CRITICAL Untitled &lt;p&gt;The Netscaler zero day thing is real, being use

- CRITICAL Untitled &lt;p&gt;There are rumours swirling for the past week be

- CRITICAL Untitled &lt;p&gt;Kiteworks were the artist formerly known as Acc
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RANSOMWARE ACTIVITY

Group Victims Top Sector

qilin 10 Manufacturing

thegentlemen 9 Manufacturing

krybit 9 Technology

Booba Project 7 Healthcare

akira 7 Professional Services

settra 6 Agriculture and Food Productio

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Wed, 30 Se Threat Brief: NetScaler Zero Days CVE-2026-88771 and CVE-2026-88772 Exploited in

Palo Alto Unit 42 Tue, 29 Se OperTraitors: How Kubernetes Operators Betray Your Security Posture

Palo Alto Unit 42 Fri, 25 Se 3 Consulting Myths Debunked by Unit 42 Experts

Palo Alto Unit 42 Mon, 21 Se From Exposure to Lockdown: How AWS Neutralizes Compromised IAM Credentials throu

Palo Alto Unit 42 Fri, 18 Se A Vault with a Heap-View: The Uncomfortable Space Between AgentCore Harness and 

Palo Alto Unit 42 Thu, 17 Se Inside the Modern SOC: Defending the Cross-Environment Pivot

TOP CYBERSECURITY NEWS

Source Date Headline

Dark Reading Fri, 02 Oc RemoteThreat Bets Security Teams Need to Test What Happens After Defenses Fail

Dark Reading Fri, 02 Oc Kiteworks &amp; Citrix Incidents Show Challenges of Zero-Day Response

Dark Reading Fri, 02 Oc SWIFT Banking &amp; Government Middleware Enables RCE

Dark Reading Fri, 02 Oc Is Your Organization Ready for 2027's AI Accountability Era?

Dark Reading Fri, 02 Oc Is It Fair to Blame 'Rogue' AI for Security Failures?

Dark Reading Fri, 02 Oc Vulnerability Backlogs Are an Ownership Problem
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DATA BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach 2026-10-04 Hacking Contest Pits Dubai Government Agencies Head-to-Head

Data Breach 2026-10-04 Armadin Targets Autonomous Remediation With $255.5M Series B

Data Breach 2026-10-04 Chinese Open-Weight Models Closing In, Anthropic Warns

Vulnerability Sun, 04 Oc CVE-2026-105224 - YesWiki before 4.6.7 Stored XSS via Bazar valeur Action

Vulnerability Sun, 04 Oc CVE-2026-105089 - WWBN AVideo through 29.2.0 Stored XSS via trailer1 in YouPHPFl

Vulnerability Sun, 04 Oc CVE-2026-105086 - WWBN AVideo 12.4 through 29.2.0 Stored XSS via Double-Encoded 

Unauth Access 2026-10-04 Hacking Contest Pits Dubai Government Agencies Head-to-Head

Unauth Access 2026-10-04 Armadin Targets Autonomous Remediation With $255.5M Series B

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts

Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications[.]io verifications[.]io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit[.]In - 2016-10-13 593.4M
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