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EXECUTIVE SUMMARY
Intelligence compiled: Sunday, 7 June 2026 at 18:43

DARK WEB POSTS RANSOMWARE VICTIMS INTEL ARTICLES
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THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE
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TOP DARK WEB INCIDENTS

Country Severity Sectors Summary

- CRITICAL Anthropic expanding access to Project Glasswing Roughly 150 new o

- CRITICAL Government Smashing Security podcast #469: What your Oura ring won&#8217;t t
China CRITICAL Defence Five Eyes Warns Chinese Spies Are Using Fake Job Ads to Target Mi
Ukraine CRITICAL Government Meet GREYVIBE, the Russia-Linked Hacking Group Using Al to Target
Microsoft Call CRITICAL Microsoft Calls the Zero-Day Dumps Irresponsible. The Researcher
Israel CRITICAL Energy Israel - Cardinal group claims breach of Israeli nuclear infrastr

Canada CRITICAL Canada - Telus Digital confirms massive data breach by ShinyHunte

- Attackers are exploiting Palo Alto Networks defect that initially
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RANSOMWARE ACTIVITY
Group Victims Top Sector
thegentlemen 21 Not Found
qgilin 14 Healthcare
akira 9 Business Services
incransom 8 Business Services
play 5 Transportation/Logistics
krybit 5 Business Services

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Fri, 05 Ju Threat Brief: Active Exploitation of PAN-OS CVE-2026-0257

Palo Alto Unit 42 Tue, 02 Ju The npm Threat Landscape: Attack Surface and Mitigations (Updated June 2)

Palo Alto Unit 42 Tue, 02 Ju Operation FlutterBridge: macOS Malvertising Campaign Spreads New FlutterShell Ba
Palo Alto Unit 42 Thu, 28 Ma 2026 World Cup: Discussing The Worlds Biggest Games Attack Surface

Palo Alto Unit 42 Wed, 27 Ma Out of the Crypt: The Evolving Cyber Extortion Economy

Palo Alto Unit 42 Fri, 22 Ma Tracking Iranian APT Screening Serpens 2026 Espionage Campaigns

TOP CYBERSECURITY NEWS

Source Date Headline
Dark Reading Fri, 05 Ju Exposed Fuel Tank Gauges Under Attack in the US
Dark Reading Fri, 05 Ju Adaptive, Agentic Al Worms Loom as Next Enterprise Threat
Dark Reading Fri, 05 Ju Trump Al Order Seeks Voluntary Frontier Model Testing
Dark Reading Thu, 04 Ju Rust-Written IronWorm Hits NPM Supply Chain
Dark Reading Thu, 04 Ju China’'s TA4922 Expands Cybercrime Attacks Globally
Dark Reading Thu, 04 Ju 4 Critical Threats Where Attackers Have the Advantage
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A BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach Wed, 03 Ju KR: Tving CEO Apologizes for Unprecedented Data Leak

Data Breach Tue, 02 Ju Most organizations that miss 24-hour patch window report breaches

Data Breach Tue, 02 Ju Data of 600,000 Gaza households exposed in World Food Programme cyberattack
Vulnerability Sun, 07 Ju CVE-2026-49494 - Comodo Internet Security Inspect.sys IPv6 Integer Underflow Rem
Vulnerability Sun, 07 Ju CVE-2026-11459 - SecureAge CatchPulse IOCTL saappctl.sys information disclosure
Vulnerability Sun, 07 Ju CVE-2026-11458 - erzhongxmu JeeWMS Boot Actuator Endpoint actuator information d
Unauth Access Wed, 03 Ju KR: Tving CEO Apologizes for Unprecedented Data Leak

Unauth Access Tue, 02 Ju Most organizations that miss 24-hour patch window report breaches

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts
Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications.io verifications.io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit.In - 2016-10-13 593.4M
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