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EXECUTIVE SUMMARY
Intelligence compiled: Sunday, 10 May 2026 at 20:24

DARK WEB POSTS RANSOMWARE VICTIMS INTEL ARTICLES

2 00 9

19 ji-tZal + 127 high 2:|5;active groups nevils: +7threat feeds in7dzrk web + ransomware
HIBP BREACHES WATCHLIST ALERTS

986 0 6

17554M+ accounts exposed 0 unread ifll-f:l;d

THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE

['] Critical - 19

[H] High 127
[M] Medium 101
[L] Low 0

TOP DARK WEB INCIDENTS

Country Severity Sectors Summary
- CRITICAL Telecom Ivanti customers confront yet another actively exploited zero-day
- CRITICAL Government A DOD contractors API flaw exposed military course data and servi
A critical Pal CRITICAL A critical Palo Alto PAN-OS zero-day is being exploited in the wi
- CRITICAL CISA wants critical infrastructure to operate weeks to months in
- CRITICAL Government US government, allies publish guidance on how to safely deploy Al
- CRITICAL Government Congress, industry ponder government posture for protecting data
Iran CRITICAL Smashing Security podcast #460: Never knock on the door of a nucl
- CRITICAL Energy Anthropic launches Claude Security to counter rapid Al-Powered ex
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RANSOMWARE ACTIVITY
Group Victims Top Sector
qgilin 13 Construction
thegentlemen 10 Manufacturing
LeakBazaar 9 Manufacturing
lynx 8 Consumer Services
safepay 8 Not Found
incransom 7 Business Services

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Thu, 07 Ma Threat Brief: Exploitation of PAN-OS Captive Portal Zero-Day for Unauthenticated
Palo Alto Unit 42 Tue, 05 Ma Copy Fail: What You Need to Know About the Most Severe Linux Threat in Years
Palo Alto Unit 42 Sat, 02 Ma The npm Threat Landscape: Attack Surface and Mitigations (Updated May 1)
Palo Alto Unit 42 Fri, 01 Ma Essential Data Sources for Detection Beyond the Endpoint

Palo Alto Unit 42 Thu, 30 Ap That Al Extension Helping You Write Emails? Its Reading Them First

Palo Alto Unit 42 Fri, 24 Ap TGR-STA-1030: New Activity in Central and South America

TOP CYBERSECURITY NEWS

Source Date Headline
Dark Reading Fri, 08 Ma ShinyHunters Claims Second Attack Against Instructure
Dark Reading Thu, 07 Ma After Replacing TeamPCP Malware, 'PCPJack’ Steals Cloud Secrets
Dark Reading Thu, 07 Ma Has CISA Finally Found Its New Leader in Tom Parker?
Dark Reading Thu, 07 Ma ‘TrustFall' Convention Exposes Claude Code Execution Risk
Dark Reading Thu, 07 Ma Al-Driven Cyberattack on Mexico Couldn't Breach OT Systems
Dark Reading Wed, 06 Ma VoidStealer Malware Darts Past Google Chrome's Encryption
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A BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach Fri, 08 Ma One size does not fit all &#8212; sometimes, victims probably should pay ransom
Data Breach Thu, 07 Ma Developing: ShinyHunters Hacks Instructure Again; Canvas Down (1)

Data Breach Thu, 07 Ma Cybersecurity Stolen ChipSoft claims patient data confirmed destroyed following
Vulnerability Sun, 10 Ma CVE-2022-50970 - WordPress Plugin AAWP 3.16 Reflected XSS via tab Parameter
Vulnerability Sun, 10 Ma CVE-2022-50969 - uBidAuction 2.0.1 mailingLog manage Reflected XSS
Vulnerability Sun, 10 Ma CVE-2022-50968 - uBidAuction 2.0.1 auctions manage Reflected XSS

Unauth Access Fri, 08 Ma One size does not fit all &#8212; sometimes, victims probably should pay ransom
Unauth Access Thu, 07 Ma Developing: ShinyHunters Hacks Instructure Again; Canvas Down (1)

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts
Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications.io verifications.io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit.In - 2016-10-13 593.4M
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