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EXECUTIVE SUMMARY

Intelligence compiled: Sunday, 17 May 2026 at 19:23

DARK WEB POSTS

300
25 critical + 151 high

RANSOMWARE VICTIMS

100
27 active groups

INTEL ARTICLES

957
news + threat feeds

COUNTRIES AFFECTED

94
in dark web + ransomware

HIBP BREACHES

989
17556M+ accounts exposed

WATCHLIST ALERTS

0
0 unread

VULNERABILITIES

118
in feed

THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE

[!] Critical 25

[H] High 151

[M] Medium 124

[L] Low 0

TOP DARK WEB INCIDENTS

Country Severity Sectors Summary

Cisco zero CRITICAL Cisco zero-day under ongoing attack by persistent threat group Th

- CRITICAL Major tech manufacturer Foxconn confirms cyberattack hit North Am

- CRITICAL Pwn2Own Berlin 2026, Day Three: DEVCORE Crowned Master of Pwn, $1

- CRITICAL Pwn2Own Berlin 2026, Day Two: $385,750 more, Microsoft Exchange f

- CRITICAL CVE-2026-42897: Microsoft confirms active exploitation of Exchang

- CRITICAL Education mutreasury Allegedly Breached: Admin Credentials and API Keys Exp

- CRITICAL Telecom Ivanti customers confront yet another actively exploited zero-day

- CRITICAL Government A DOD contractors API flaw exposed military course data and servi
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RANSOMWARE ACTIVITY

Group Victims Top Sector

qilin 25 Healthcare

thegentlemen 11 Manufacturing

dragonforce 8 Manufacturing

play 7 Construction

cmdorganization 6 Not Found

incransom 5 Technology

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Fri, 15 Ma Gremlin Stealer&#039;s Evolved Tactics: Hiding in Plain Sight With Resource File

Palo Alto Unit 42 Mon, 11 Ma Inside AD CS Escalation: Unpacking Advanced Misuse Techniques and Tools

Palo Alto Unit 42 Thu, 07 Ma Threat Brief: Exploitation of PAN-OS Captive Portal Zero-Day for Unauthenticated

Palo Alto Unit 42 Tue, 05 Ma Copy Fail: What You Need to Know About the Most Severe Linux Threat in Years

Palo Alto Unit 42 Sat, 02 Ma The npm Threat Landscape: Attack Surface and Mitigations (Updated May 1)

Palo Alto Unit 42 Fri, 01 Ma Essential Data Sources for Detection Beyond the Endpoint

TOP CYBERSECURITY NEWS

Source Date Headline

Dark Reading Mon, 18 Ma The Boring Stuff is Dangerous Now

Dark Reading Fri, 15 Ma Cyber Pioneers Ponder Past as Prologue

Dark Reading Fri, 15 Ma Taiwan Bullet Train Hack Highlights Cybersecurity Gaps in Rail Systems

Dark Reading Thu, 14 Ma SecurityScorecard Snags Driftnet to Level Up Threat Intelligence

Dark Reading Thu, 14 Ma Maximum Severity Cisco SD-WAN Bug Exploited in the Wild

Dark Reading Thu, 14 Ma Congress Puts Heat on Instructure After Canvas Outage
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DATA BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach Sat, 16 Ma Another detail emerges about Instructure&#8217;s agreement with ShinyHunters; De

Data Breach Sat, 16 Ma Welcome to BlackFile: Inside a Vishing Extortion Operation

Data Breach Sat, 16 Ma Michigan Nurse Convicted in $1.6M Medicare Fraud Scheme Using Stolen Patient Rec

Vulnerability Sun, 17 Ma CVE-2026-8759 - xiandafu beetl SpELFunction SpELFunction.java expression languag

Vulnerability Sun, 17 Ma CVE-2026-8758 - Metasoft MetaCRM upload3.jsp unrestricted upload

Vulnerability Sun, 17 Ma CVE-2026-8757 - adenhq hive Delete Request routes_sessions.py _read_events_tail 

Unauth Access Sat, 16 Ma Another detail emerges about Instructure&#8217;s agreement with ShinyHunters; De

Unauth Access Sat, 16 Ma Welcome to BlackFile: Inside a Vishing Extortion Operation

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts

Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications.io verifications.io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit.In - 2016-10-13 593.4M
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