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EXECUTIVE SUMMARY
Intelligence compiled: Sunday, 19 April 2026 at 19:11

DARK WEB POSTS RANSOMWARE VICTIMS INTEL ARTICLES
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THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE

['] Critical . 10
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TOP DARK WEB INCIDENTS

Country Severity Sectors Summary
Microsoft drop CRITICAL Microsoft drops its second-largest monthly batch of defects on re
Iran CRITICAL Smashing Security podcast #460: Never knock on the door of a nucl
- CRITICAL Microsoft Defender under attack as three zero-days, two of them s
- CRITICAL Government, Energy Iranian attacks on US critical infrastructure puts 3,900 devices
- CRITICAL Defence Dont just fight fraud, hunt it As traditional fraud markers becom
Russia CRITICAL Defence Smashing Security podcast #457: How a cybersecurity boss framed h
Iran CRITICAL Technology Censys finds 5,219 devices exposed to attacks by Iranian APTs, ma
Adobe Reader Z CRITICAL Adobe Reader Zero-Day Exploited to Steal Data via Malicious PDFs
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RANSOMWARE ACTIVITY

Group Victims Top Sector
coinbasecartel 21 Business Services
dragonforce 12 Business Services
akira 10 Not Found

safepay 9 Consumer Services
qilin 8 Not Found

krybit 8 Consumer Services

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Fri, 17 Ap Threat Brief: Escalation of Cyber Risk Related to Iran (Updated April 17)

Palo Alto Unit 42 Thu, 16 Ap A Deep Dive Into Attempted Exploitation of CVE-2023-33538

Palo Alto Unit 42 Wed, 08 Ap Cracks in the Bedrock: Agent God Mode

Palo Alto Unit 42 Tue, 07 Ap Cracks in the Bedrock: Escaping the AWS AgentCore Sandbox

Palo Alto Unit 42 Mon, 06 Ap Understanding Current Threats to Kubernetes Environments

Palo Alto Unit 42 Fri, 03 Ap When an Attacker Meets a Group of Agents: Navigating Amazon Bedrock&#039;s Multi

TOP CYBERSECURITY NEWS

Source Date Headline
Dark Reading Fri, 17 Ap How NIST's Cutback of CVE Handling Impacts Cyber Teams
Dark Reading Fri, 17 Ap Tycoon 2FA Phishers Scatter, Adopt Device Code Phishing
Dark Reading Fri, 17 Ap Every Old Vulnerability Is Now an Al Vulnerability
Dark Reading Fri, 17 Ap Coast Guard's New Cybersecurity Rules Offers Lessons for CISOs
Dark Reading Thu, 16 Ap NIST Revamps CVE Framework to Focus on High-Impact Vulnerabilities
Dark Reading Thu, 16 Ap North Korea Uses ClickFix to Target macOS Users' Data
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A BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach Sun, 19 Ap Qilin&#8217;s 2024 attack on NHS vendor continues to impact patient care for one

Data Breach Sat, 18 Ap Ukrainian emergency services and hospitals hit by espionage campaign using new A
Data Breach Sat, 18 Ap Tax documents for school employees potentially stolen across Los Angeles County
Vulnerability Sun, 19 Ap CVE-2026-6574 - osuuu LightPicture API Upload Endpoint Ip.sql hard-coded credent
Vulnerability Sun, 19 Ap CVE-2026-6573 - PHPEMS Instant Exam Creation exams.master.php temppage server-si
Vulnerability Sun, 19 Ap CVE-2026-6572 - Collabora KodExplorer fileUpload Endpoint share.class.php improp
Unauth Access Sun, 19 Ap Qilin&#8217;s 2024 attack on NHS vendor continues to impact patient care for one
Unauth Access Sat, 18 Ap Ukrainian emergency services and hospitals hit by espionage campaign using new A

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts
Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications.io verifications.io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit.In - 2016-10-13 593.4M
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