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EXECUTIVE SUMMARY

Intelligence compiled: Sunday, 13 September 2026 at 20:36

DARK WEB POSTS

89
4 critical + 31 high

RANSOMWARE VICTIMS

100
36 active groups

INTEL ARTICLES

491
news + threat feeds

COUNTRIES AFFECTED

52
in dark web + ransomware

HIBP BREACHES

1036
17816M+ accounts exposed

WATCHLIST ALERTS

0
0 unread

VULNERABILITIES

55
in feed

THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE

[!] Critical 4

[H] High 31

[M] Medium 54

[L] Low 0

TOP DARK WEB INCIDENTS

Country Severity Sectors Summary

China CRITICAL Chinese espionage groups swarm to exploit triple-link chain of ze

- CRITICAL Hackers Use Hundreds of AI Agents to Exploit PaperCut Zero-Days B

Israel CRITICAL Energy Israel - Cardinal group claims breach of Israeli nuclear infrastr

Canada CRITICAL Canada - Telus Digital confirms massive data breach by ShinyHunte

- HIGH Researchers say OpenAI agents were behind May hacking campaign ta

- HIGH Cyberattack causes a flight delay? Airlines wont owe you a hotel 

- HIGH GitLab&#8217;s critical flaw is already drawing internet-wide pro

- HIGH Conti ransomware crew member sentenced to four years in prison Ol
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RANSOMWARE ACTIVITY

Group Victims Top Sector

krybit 13 Not Found

AuditTeam 10 Not Found

emperador 6 Manufacturing

qilin 5 Manufacturing

medusalocker 4 Manufacturing

nightspire 4 Other

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Thu, 10 Se The Machine With Many Faces: Post-Exploitation Identity Misuse in SPIFFE/SPIRE

Palo Alto Unit 42 Wed, 09 Se Untracked Nightmares: The Threats Hiding Behind Commodity Infrastructure

Palo Alto Unit 42 Thu, 03 Se Attackers Expose Ongoing AI Tool Use Targeting Organizations in Latin America

Palo Alto Unit 42 Wed, 02 Se An AI-Assisted Cyber Attack: Inside a Unit 42 Investigation

Palo Alto Unit 42 Mon, 31 Au Spring Ring: An Inside Look at Voice Phishing Campaigns in Microsoft Teams

Palo Alto Unit 42 Fri, 28 Au Perturbation Probing: A New Diagnostic for the Fragility of LLM Safety

TOP CYBERSECURITY NEWS

Source Date Headline

Dark Reading Fri, 11 Se Threat Actor Generates 1M Personalized Fraud Emails in 3 Days

Dark Reading Fri, 11 Se CISA Calls for More Guidance, Less Spin, as Cyber Outages Escalate

Dark Reading Fri, 11 Se Why AI Is So Good at Scamming Humans

Dark Reading Fri, 11 Se AI Governance Can't Wait

Dark Reading Fri, 11 Se Papercut AI Swarm Attack Heralds Changes for Cyber Kill Chain

Dark Reading Fri, 11 Se Indonesia Hit by Android Banking App-Cloning Campaign
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DATA BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach 2026-09-13 Cylake Gets $245M to Build Cloud-Free Cybersecurity Platform

Data Breach 2026-09-13 Anthropic Says AI Is Lowering the Bar for Sophisticated Attacks

Data Breach 2026-09-13 Ukrainian Conti Ransomware Developer Gets 4 Years in US Prison

Vulnerability Sun, 13 Se CVE-2026-90570 - linlinjava litemall Product Detail index[.]vue AdminGoodsServic

Vulnerability Sun, 13 Se CVE-2026-90569 - linlinjava litemall Admin Topic index[.]vue AdminTopicControlle

Vulnerability Sun, 13 Se CVE-2026-90567 - quequnlong shiyi-blog Search index[.]vue highlightKeyword cross

Unauth Access 2026-09-13 Cylake Gets $245M to Build Cloud-Free Cybersecurity Platform

Unauth Access 2026-09-13 Anthropic Says AI Is Lowering the Bar for Sophisticated Attacks

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts

Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications[.]io verifications[.]io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit[.]In - 2016-10-13 593.4M
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