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EXECUTIVE SUMMARY

Intelligence compiled: Sunday, 6 September 2026 at 16:20

DARK WEB POSTS

618
37 critical + 263 high

RANSOMWARE VICTIMS

100
28 active groups

INTEL ARTICLES

961
news + threat feeds

COUNTRIES AFFECTED

122
in dark web + ransomware

HIBP BREACHES

1034
17805M+ accounts exposed

WATCHLIST ALERTS

0
0 unread

VULNERABILITIES

147
in feed

THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE

[!] Critical 37

[H] High 263

[M] Medium 318

[L] Low 0

TOP DARK WEB INCIDENTS

Country Severity Sectors Summary

Attackers expl CRITICAL Attackers exploit zero-days in consistently besieged SonicWall pr

United States CRITICAL Smashing Security podcast #478: This job interview could destroy 

- CRITICAL Your MikroTik Router May Already Be Compromised: Look for SSH Use

United States CRITICAL OpenAI Announced $1B in Defensive Tools for Water Utilities OpenA

- CRITICAL Untitled &lt;p&gt;Various different zero days in security product

China CRITICAL Philippine Nuclear and Naval Targets Hit by Suspected Chinese Ope

- CRITICAL 2 PaperCut NG/MF Zero-Days Exploited in Attacks, Emergency Patch 

China CRITICAL Government US Disrupts Global Botnet Used by China-Linked QTFY Hackers The F
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RANSOMWARE ACTIVITY

Group Victims Top Sector

qilin 12 Professional Services

settra 9 Retail & E-Commerce

incransom 8 Manufacturing

Storm 8 Financial Services

SilentRansomGroup 7 Not Found

Vexy Ransomware 6 Manufacturing

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Thu, 03 Se Attackers Expose Ongoing AI Tool Use Targeting Organizations in Latin America

Palo Alto Unit 42 Wed, 02 Se An AI-Assisted Cyber Attack: Inside a Unit 42 Investigation

Palo Alto Unit 42 Mon, 31 Au Spring Ring: An Inside Look at Voice Phishing Campaigns in Microsoft Teams

Palo Alto Unit 42 Fri, 28 Au Perturbation Probing: A New Diagnostic for the Fragility of LLM Safety

Palo Alto Unit 42 Tue, 25 Au The State of AI-Enabled Malware August 2026: From Brand Abuse to Agentic Executi

Palo Alto Unit 42 Fri, 21 Au Connecting the Dots: Securing the Overlooked Corners of the Software Development

TOP CYBERSECURITY NEWS

Source Date Headline

Dark Reading Fri, 04 Se Companies Have 6 Months to Prepare for Automated Attacks

Dark Reading Fri, 04 Se AI Is Ending the Era of Hidden Vulnerabilities Are Vendors Ready?

Dark Reading Fri, 04 Se Insurers Search for Answers to Rein in Rogue AI

Dark Reading Thu, 03 Se Large Enterprises Targeted in Fake Merger &amp; Acquisition Scams

Dark Reading Thu, 03 Se What We Missed: Did ShinyHunters 'Breach' ReliaQuest?

Dark Reading Thu, 03 Se What the AI Warning Letter Completely Missed

DISCLAIMER: For informational use only. BUI accepts no liability. Redistribution prohibited. (c) 2026 BUI. All rights reserved. www.bui.co

Page 3 of 4



DarkWeb Intel Monitor

Executive Intelligence Report 2026/09/06

DATA BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach 2026-09-06 AI Labs Pause Frontier Model Work, But to What Effect?

Data Breach 2026-09-06 Europe Tiptoes to Legalizing Bulk Collection of ISP Metadata

Data Breach 2026-09-06 Why 'Digital Asbestos' Is Driving Up Risk Debt

Vulnerability Sun, 06 Se CVE-2026-86259 - OpenMAIC before 1.0.1 SSRF via Environment-Gated URL Validation

Vulnerability Sun, 06 Se CVE-2026-86258 - nbviewer through 1.0.1 Path Traversal via LocalFileHandler

Vulnerability Sun, 06 Se CVE-2026-86214 - Mstfakts College-Management-System login.php improper authentic

Unauth Access 2026-09-06 AI Labs Pause Frontier Model Work, But to What Effect?

Unauth Access 2026-09-06 Europe Tiptoes to Legalizing Bulk Collection of ISP Metadata

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts

Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications.io verifications.io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit.In - 2016-10-13 593.4M
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