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EXECUTIVE SUMMARY

Intelligence compiled: Sunday, 12 July 2026 at 21:46

DARK WEB POSTS

1039
59 critical + 510 high

RANSOMWARE VICTIMS

100
10 active groups

INTEL ARTICLES

885
news + threat feeds

COUNTRIES AFFECTED

212
in dark web + ransomware

HIBP BREACHES

1016
17678M+ accounts exposed

WATCHLIST ALERTS

523
518 unread

VULNERABILITIES

141
in feed

THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE

[!] Critical 59

[H] High 510

[M] Medium 470

[L] Low 0

TOP DARK WEB INCIDENTS

Country Severity Sectors Summary

China CRITICAL Defence USB drives carrying China-linked malware infected Japanese milita

- CRITICAL Smashing Security podcast #472: AI gets hacked, and BitLocker get

- CRITICAL GigaWiper Merges Three Malware Families Into One Destructive Back

- CRITICAL Microsoft Warns of GigaWiper Backdoor Built to Destroy Windows PC

- CRITICAL Government DHS to unveil replacement council for critical infrastructure cyb

- CRITICAL Government Smashing Security podcast #469: What your Oura ring won&#8217;t t

- CRITICAL FortiBleed Credential Theft Connected to INC and Lynx Ransomware 

- CRITICAL Sysdig Details JADEPUFFER, the First Documented Agentic Ransomwar
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RANSOMWARE ACTIVITY

Group Victims Top Sector

Deadlock 52 Business Services

thegentlemen 19 Business Services

lockbit5 9 Business Services

qilin 8 Financial Services

dragonforce 4 Construction

m3rx 3 Business Services

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Fri, 10 Ju No Manners Here: The Ruthless Rise of The Gentlemen Ransomware

Palo Alto Unit 42 Tue, 07 Ju Vidar Stealer Unmasked: Code Signing Abuse, Go Loaders and File Inflation

Palo Alto Unit 42 Thu, 02 Ju How We Added WebAuthn to a Browser-Based RDP Client

Palo Alto Unit 42 Wed, 01 Ju Phantom Squatting: AI-Hallucinated Domains as a Software Supply Chain Vector

Palo Alto Unit 42 Fri, 26 Ju Threat Brief: Mitigating Large-Scale Credential Attacks

Palo Alto Unit 42 Thu, 25 Ju CL-STA-1062 Targets Southeast Asian Governments and Critical Infrastructure

TOP CYBERSECURITY NEWS

Source Date Headline

Dark Reading Fri, 10 Ju Jen Ellis: Connecting Cyber Community With Political Machinery

Dark Reading Fri, 10 Ju Cybercriminals Flock to Healthcare Businesses as Attacks Surge

Dark Reading Fri, 10 Ju Fresh ATM Crypto Software Bugs: Jackpot or Bust?

Dark Reading Fri, 10 Ju More Countries Jump on the Social Media 'Ban Wagon'

Dark Reading Fri, 10 Ju AI Coding: Do Security Risks Outweigh Productivity Gains?

Dark Reading Thu, 09 Ju Iran's Cyber Crosshairs Focus Beyond Critical Infrastructure
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DATA BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach Wed, 08 Ju Adult Supervision: How OnlyFans takedowns quietly police compromised domains | U

Data Breach Mon, 06 Ju Own Goal: Inside the Cyber Risks of the 2026 World Cup | UpGuard

Data Breach Tue, 09 De Streamlit: The Tip of The Shadow AI Iceberg | UpGuard

Vulnerability Sun, 12 Ju CVE-2026-10668 - Host-triggerable control-endpoint wedge (DoS) in Nuvoton NuMake

Vulnerability Sun, 12 Ju CVE-2026-10667 - SMP use-after-free in Zephyr `CONFIG_USERSPACE` dynamic kernel-

Vulnerability Sun, 12 Ju CVE-2026-10666 - Stack buffer overflow in `net_ipaddr_parse()` IPv4 address-with

Unauth Access Wed, 08 Ju Adult Supervision: How OnlyFans takedowns quietly police compromised domains | U

Unauth Access Mon, 06 Ju Own Goal: Inside the Cyber Risks of the 2026 World Cup | UpGuard

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts

Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications.io verifications.io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit.In - 2016-10-13 593.4M

WATCHLIST MONITORING SUMMARY

13 monitored terms -- 523 total matches -- 518 unread

COUNTRY: south africa 140 matches 117 high

KEYWORD: Fortinet 148 matches 1 critical

KEYWORD: Palo Alto 32 matches 14 high

DOMAIN: oldmutual.co.za 2 matches 2 high
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