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THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE
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TOP DARK WEB INCIDENTS

Country Severity Sectors Summary

- CRITICAL Cisco alerts customers to second actively exploited zero-day in a

Iran CRITICAL Defence America&#8217;s cyber strategy overlooks the infrastructure that

- CRITICAL Defence The US military just turned off ad tracking on its phones. Maybe
China CRITICAL Chinese espionage groups swarm to exploit triple-link chain of ze

- CRITICAL Hackers Use Hundreds of Al Agents to Exploit PaperCut Zero-Days B
Israel CRITICAL Energy Israel - Cardinal group claims breach of Israeli nuclear infrastr
Canada CRITICAL Canada - Telus Digital confirms massive data breach by ShinyHunte

- Researchers use Al to find widespread software decoder flaw The b
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RESULTS

RANSOMWARE ACTIVITY
Group Victims Top Sector
qilin 13 Technology
NOn 11 Financial Services
settra 6 Manufacturing
emperador 5 Healthcare
AuditTeam 5) Not Found
incransom 5 Hospitality

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Fri, 18 Se A Vault with a Heap-View: The Uncomfortable Space Between AgentCore Harness and
Palo Alto Unit 42 Thu, 17 Se Inside the Modern SOC: Defending the Cross-Environment Pivot

Palo Alto Unit 42 Wed, 16 Se Atomic macOS (AMOS) Stealer Activity

Palo Alto Unit 42 Mon, 14 Se Unmasking Cloud Identities: From Behavioral Clustering to Automated Detection

Palo Alto Unit 42 Thu, 10 Se The Machine With Many Faces: Post-Exploitation Identity Misuse in SPIFFE/SPIRE
Palo Alto Unit 42 Wed, 09 Se Untracked Nightmares: The Threats Hiding Behind Commodity Infrastructure

TOP CYBERSECURITY NEWS

Source Date Headline
Dark Reading Fri, 18 Se Vectra Al Launches Ascent to Help Address New Era of Al-Driven Attacks
Dark Reading Fri, 18 Se Cisco Zero-Day Highlights API Endpoint Authentication Issues
Dark Reading Fri, 18 Se EY Survey Finds Autonomous Al Implementation Outpaces Oversight
Dark Reading Fri, 18 Se MFA Won't Save You From OAuth Consent Abuse
Dark Reading Fri, 18 Se Al Agent Breaches Spanish Organization, Modifies Personal Data
Dark Reading Thu, 17 Se CISA Ditches Weekly Vulnerability Roundups for Risk-Based Focus
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DATA BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach 2026-09-20 China Hackers Hit Latin American Governments With Backdoor

Data Breach 2026-09-20 Anthropic's Al Plays Major Role in Building Next Models

Data Breach 2026-09-20 Cyber Defense Alone Can't Keep Critical Services Running

Vulnerability Sun, 20 Se CVE-2026-94042 - AdithyaYelloju Restaurant Management System add_table.php mysq|l
Vulnerability Sun, 20 Se CVE-2026-94041 - AdithyaYelloju Restaurant-Management-System add_menu.php sql in
Vulnerability Sun, 20 Se CVE-2026-88857 - Joomla Extension - OrdaSoft[.Jcom - Authenticated, Privileged R
Unauth Access 2026-09-20 China Hackers Hit Latin American Governments With Backdoor

Unauth Access 2026-09-20 Anthropic's Al Plays Major Role in Building Next Models

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts
Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications[.]io verifications[.]io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit[.]In - 2016-10-13 593.4M
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