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EXECUTIVE SUMMARY
Intelligence compiled: Sunday, 18 October 2026 at 19:48

DARK WEB POSTS RANSOMWARE VICTIMS INTEL ARTICLES

484 100 1111 86

21 critical + 184 high 22 active groups news + threat feeds in dark web + ransomware
HIBP BREACHES WATCHLIST ALERTS

1046 0 208

17846M+ accounts exposed 0 unread in feed

THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE
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TOP DARK WEB INCIDENTS

Country Severity Sectors Summary
China CRITICAL Prolific Chinese espionage group exploits BeyondTrust zero-day Re
- CRITICAL Microsoft drops an actively exploited zero-day among record high
- CRITICAL Defence The US military just turned off ad tracking on its phones. Maybe
- CRITICAL German Municipality Targeted in Suspected Al-Driven Zero-Day Atta
- CRITICAL Ivanti Patches Actively Exploited Connect Secure Zero-Day and Cri
- CRITICAL Defence Anthropic rolls out program for long-term commitment to secure cr
China CRITICAL Government US Disrupts China-Linked Integrity Tech &#8216;s Cyber Espionage
China CRITICAL Government Warlock Ransomware Still Exploits Year-Old SharePoint Flaws to Hi
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RESULTS

RANSOMWARE ACTIVITY
Group Victims Top Sector
NOn 27 Not Found
thegentlemen 24 Healthcare
settra 8 Professional Services
qilin 6 Education
Helix 6 Manufacturing
everest 4 Manufacturing

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Fri, 16 Oc Top 5 Initial Access Threat Vectors Observed by Unit 42 in September 2026

Palo Alto Unit 42 Thu, 15 Oc Al-Powered Espionage Campaign Targets Government Linux Infrastructure

Palo Alto Unit 42 Wed, 14 Oc Unit 42 Uncovers PEERSTITCH, a Stealthy FortiGate Implant

Palo Alto Unit 42 Tue, 13 Oc The Noise Inside the Network: How an Unsophisticated Attack Exposed a Third-Part
Palo Alto Unit 42 Wed, 07 Oc Evolution of Web3 in Cloud Supply Chain Attacks

Palo Alto Unit 42 Tue, 06 Oc Blinder Tunnel Campaign Targets Iraqi Infrastructure

TOP CYBERSECURITY NEWS

Source Date Headline
Dark Reading Fri, 16 Oc BeyondTrust Remote Support Zero-Day Continues Trend of Exploited Edge Bugs
Dark Reading Fri, 16 Oc Fake Claude, ChatGPT Attacks Surge, Putting Developers at Risk
Dark Reading Fri, 16 Oc Biomemory Launches DNA Shield, First Commercial Product Built on Its Molecular |
Dark Reading Fri, 16 Oc Enterprise Al Enters Risk Management Phase as Security Concerns Rise
Dark Reading Fri, 16 Oc Al Takes Control of Robotic Arm in 16 Minutes Flat
Dark Reading Fri, 16 Oc When Your Ransomware Negotiator Works for the Other Side
DISCLAIMER: For informational use only. BUI accepts no liability. Redistribution prohibited. (c) 2026 BUI. All rights reserved. www.bui.co

Page 3 of 4



B‘U“ oo DarkWeb Intel Monitor
Executive Intelligence Report 2026/10/18

RESULTS

DATA BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach 2026-10-18 Prove Claims Former Employees Fueled KYXStart Infringement

Data Breach 2026-10-18 Anthropic Gives Al Safety Evaluators Insider Access

Data Breach 2026-10-18 ISMG Editors: French Supermarket Hack Weaponized Food

Vulnerability Sun, 18 Oc CVE-2026-98868 - dm-pcache: reject a kset that overruns its segment

Vulnerability Sun, 18 Oc CVE-2026-98867 - dm-pcache: bound the logical key offset from persistent memory
Vulnerability Sun, 18 Oc CVE-2026-98866 - sched/cache: Introduce task_struct-&gt;sched_cache_grp to fix U
Unauth Access 2026-10-18 Prove Claims Former Employees Fueled KYXStart Infringement

Unauth Access 2026-10-18 Anthropic Gives Al Safety Evaluators Insider Access

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts
Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications[.]io verifications[.]io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit[.]In - 2016-10-13 593.4M
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