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EXECUTIVE SUMMARY

Intelligence compiled: Sunday, 3 May 2026 at 18:28

DARK WEB POSTS

217
15 critical + 111 high

RANSOMWARE VICTIMS

100
24 active groups

INTEL ARTICLES

916
news + threat feeds

COUNTRIES AFFECTED

70
in dark web + ransomware

HIBP BREACHES

980
17552M+ accounts exposed

WATCHLIST ALERTS

0
0 unread

VULNERABILITIES

113
in feed

THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE

[!] Critical 15

[H] High 111

[M] Medium 91

[L] Low 0

TOP DARK WEB INCIDENTS

Country Severity Sectors Summary

- CRITICAL Government US government, allies publish guidance on how to safely deploy AI

- CRITICAL Government Congress, industry ponder government posture for protecting data 

Iran CRITICAL Smashing Security podcast #460: Never knock on the door of a nucl

- CRITICAL Energy Anthropic launches Claude Security to counter rapid AI-Powered ex

- CRITICAL Paying Ransom Wont Help as VECT 2.0 Ransomware Destroys Data Irre

- CRITICAL Energy SECURITY AFFAIRS MALWARE NEWSLETTER ROUND 94 Security Affairs Mal

Microsoft drop CRITICAL Microsoft drops its second-largest monthly batch of defects on re

- CRITICAL Microsoft Defender under attack as three zero-days, two of them s
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RANSOMWARE ACTIVITY

Group Victims Top Sector

fulcrumsec 21 Technology

BrainCipher 10 Business Services

threeam 9 Healthcare

blacknevas 8 Manufacturing

qilin 6 Healthcare

blackwater 6 Healthcare

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Sat, 02 Ma The npm Threat Landscape: Attack Surface and Mitigations (Updated May 1)

Palo Alto Unit 42 Fri, 01 Ma Essential Data Sources for Detection Beyond the Endpoint

Palo Alto Unit 42 Thu, 30 Ap That AI Extension Helping You Write Emails? Its Reading Them First

Palo Alto Unit 42 Fri, 24 Ap TGR-STA-1030: New Activity in Central and South America

Palo Alto Unit 42 Thu, 23 Ap Frontier AI and the Future of Defense: Your Top Questions Answered

Palo Alto Unit 42 Thu, 23 Ap Can AI Attack the Cloud? Lessons From Building an Autonomous Cloud Offensive Mul

TOP CYBERSECURITY NEWS

Source Date Headline

Dark Reading Fri, 01 Ma 76% of All Crypto Stolen in 2026 Is Now in North Korea

Dark Reading Fri, 01 Ma If AI's So Smart, Why Does It Keep Deleting Production Databases?

Dark Reading Fri, 01 Ma Name That Toon: Mark of (Security) Progress

Dark Reading Fri, 01 Ma 20 Years in Cyber: Dark Reading Marks Milestone With Month of Special Coverage

Dark Reading Thu, 30 Ap TeamPCP Hits SAP Packages With 'Mini Shai-Hulud' Attack

Dark Reading Thu, 30 Ap Another AI-Assisted Software Scan Yields 9-Year-Old Linux Bug
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DATA BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach Sat, 02 Ma Maryland pharmacist indicted on unauthorized computer access related to U. Maryl

Data Breach Sat, 02 Ma Russian Hacker Known as &#8220;Digit&#8221; Pleads Guilty to Cyberattacks on Ukr

Data Breach Fri, 01 Ma Michigan residents sue Thomson Reuters over public display of Social Security nu

Vulnerability Sun, 03 Ma CVE-2026-7701 - Telegram Desktop Bot API url_auth_box.cpp RequestButton null poi

Vulnerability Sun, 03 Ma CVE-2026-7700 - langflow-ai langflow LambdaFilterComponent lambda_filter.p eval 

Vulnerability Sun, 03 Ma CVE-2026-7699 - Dromara MaxKey StrUtils.java StrUtils.checkSqlInjection sql inje

Unauth Access Sat, 02 Ma Maryland pharmacist indicted on unauthorized computer access related to U. Maryl

Unauth Access Sat, 02 Ma Russian Hacker Known as &#8220;Digit&#8221; Pleads Guilty to Cyberattacks on Ukr

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts

Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications.io verifications.io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit.In - 2016-10-13 593.4M
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