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EXECUTIVE SUMMARY

Intelligence compiled: Sunday, 28 June 2026 at 18:05

DARK WEB POSTS

75
7 critical + 67 high

RANSOMWARE VICTIMS

100
23 active groups

INTEL ARTICLES

363
news + threat feeds

COUNTRIES AFFECTED

53
in dark web + ransomware

HIBP BREACHES

1011
17658M+ accounts exposed

WATCHLIST ALERTS

0
0 unread

VULNERABILITIES

0
in feed

THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE

[!] Critical 7

[H] High 67

[M] Medium 101

[L] Low 0

TOP DARK WEB INCIDENTS

Country Severity Sectors Summary

- CRITICAL Technology Accenture shells out $4.18B on three companies in big industrial 

China CRITICAL Google exposes China espionage group thats been lurking in networ

- CRITICAL Smashing Security podcast #472: AI gets hacked, and BitLocker get

- CRITICAL Government Smashing Security podcast #469: What your Oura ring won&#8217;t t

- CRITICAL 24 Billion Stolen Credentials Exposed in Massive Data Leak 24 Bil

Israel CRITICAL Energy Israel - Cardinal group claims breach of Israeli nuclear infrastr

Canada CRITICAL Canada - Telus Digital confirms massive data breach by ShinyHunte

- HIGH Attackers hit pair of critical Fortinet vulnerabilities the vendo
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RANSOMWARE ACTIVITY

Group Victims Top Sector

lockbit5 33 Not Found

thegentlemen 13 Business Services

qilin 10 Construction

nova 7 Technology

payload 4 Financial Services

pear 4 Financial Services

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Sat, 20 Ju Threat Brief: Mitigating Large-Scale Credential Attacks

Palo Alto Unit 42 Tue, 16 Ju Pickle in the Middle Hijacking Vertex AI Model Uploads for Cross-Tenant RCE

Palo Alto Unit 42 Mon, 15 Ju Inside the Modern SOC: The 72-Minute Race

Palo Alto Unit 42 Fri, 12 Ju Tracing Digital Intent: New MacOS Tahoe 26 Artifact Discovered

Palo Alto Unit 42 Thu, 11 Ju Trust No Skill: Integrity Verification for AI Agent Supply Chains

Palo Alto Unit 42 Tue, 09 Ju Blinding the Watchmen: Abusing Cloud Logging Services for Defense Evasion and Vi

TOP CYBERSECURITY NEWS

Source Date Headline

Dark Reading Fri, 19 Ju Stressors, AI Forcing Changes to Cybersecurity Teams

Dark Reading Thu, 18 Ju Novo Nordisk Breach Exposes Software Development Pipeline Risk

Dark Reading Thu, 18 Ju Operation Escaneo Signals Shift in LatAm Threat Landscape

Dark Reading Thu, 18 Ju FIFA Bug Exposes World Cup Streams to Remote Takeover

Dark Reading Thu, 18 Ju Salesforce Data Thefts Continue via Klue App Compromise

Dark Reading Thu, 18 Ju Get Out of Security Debt by Tackling the Exposure Problem
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BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts

Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications.io verifications.io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit.In - 2016-10-13 593.4M
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