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EXECUTIVE SUMMARY

Intelligence compiled: Sunday, 12 April 2026 at 18:27

DARK WEB POSTS

118
8 critical + 63 high

RANSOMWARE VICTIMS

100
22 active groups

INTEL ARTICLES

938
news + threat feeds

COUNTRIES AFFECTED

62
in dark web + ransomware

HIBP BREACHES

972
17508M+ accounts exposed

WATCHLIST ALERTS

0
0 unread

VULNERABILITIES

102
in feed

THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE

[!] Critical 8

[H] High 63

[M] Medium 47

[L] Low 0

TOP DARK WEB INCIDENTS

Country Severity Sectors Summary

- CRITICAL Government, Energy Iranian attacks on US critical infrastructure puts 3,900 devices 

- CRITICAL Defence Dont just fight fraud, hunt it As traditional fraud markers becom

Iran CRITICAL Smashing Security podcast #460: Never knock on the door of a nucl

Russia CRITICAL Defence Smashing Security podcast #457: How a cybersecurity boss framed h

Iran CRITICAL Technology Censys finds 5,219 devices exposed to attacks by Iranian APTs, ma

Adobe Reader Z CRITICAL Adobe Reader Zero-Day Exploited to Steal Data via Malicious PDFs 

Canada CRITICAL Canada - Telus Digital confirms massive data breach by ShinyHunte

Israel CRITICAL Energy Israel - Cardinal group claims breach of Israeli nuclear infrastr
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RANSOMWARE ACTIVITY

Group Victims Top Sector

gunra 16 Healthcare

qilin 12 Not Found

coinbasecartel 11 Technology

incransom 8 Business Services

shinyhunters 8 Financial Services

akira 8 Technology

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Wed, 08 Ap Cracks in the Bedrock: Agent God Mode

Palo Alto Unit 42 Tue, 07 Ap Cracks in the Bedrock: Escaping the AWS AgentCore Sandbox

Palo Alto Unit 42 Mon, 06 Ap Understanding Current Threats to Kubernetes Environments

Palo Alto Unit 42 Fri, 03 Ap When an Attacker Meets a Group of Agents: Navigating Amazon Bedrock&#039;s Multi

Palo Alto Unit 42 Wed, 01 Ap Threat Brief: Widespread Impact of the Axios Supply Chain Attack

Palo Alto Unit 42 Tue, 31 Ma Weaponizing the Protectors: TeamPCPs Multi-Stage Supply Chain Attack on Security

TOP CYBERSECURITY NEWS

Source Date Headline

Dark Reading Fri, 10 Ap Hims Breach Exposes the Most Sensitive Kinds of PHI

Dark Reading Fri, 10 Ap Your Next Breach Will Look Like Business as Usual

Dark Reading Fri, 10 Ap FINRA Launches Financial Intelligence Fusion Center to Combat Cybersecurity and 

Dark Reading Fri, 10 Ap Orange Business Reimagines Enterprise Voice Communications With Trust and AI

Dark Reading Fri, 10 Ap Industrial Controllers Still Vulnerable As Conflicts Move to Cyber

Dark Reading Fri, 10 Ap Can Anthropic Keep Its Exploit-Writing AI Out of the Wrong Hands?
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DATA BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach Sat, 11 Ap Brockton Hospital still dealing with aftermath of ransomware attack

Data Breach Fri, 10 Ap Silent Ransom Group leaked another big law firm: Orrick, Herrington &#038; Sutcl

Data Breach Thu, 09 Ap Ex-Meta worker investigated for downloading 30,000 private Facebook photos

Vulnerability Sun, 12 Ap CVE-2019-25713 - MyT-PM 1.5.1 SQL Injection via Charge[group_total] Parameter

Vulnerability Sun, 12 Ap CVE-2019-25712 - BlueAuditor 1.7.2.0 Buffer Overflow Denial of Service via Regis

Vulnerability Sun, 12 Ap CVE-2019-25711 - SpotFTP Password Recover 2.4.2 Denial of Service via Name Field

Unauth Access Sat, 11 Ap Brockton Hospital still dealing with aftermath of ransomware attack

Unauth Access Fri, 10 Ap Silent Ransom Group leaked another big law firm: Orrick, Herrington &#038; Sutcl

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts

Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications.io verifications.io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit.In - 2016-10-13 593.4M
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