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EXECUTIVE SUMMARY
Intelligence compiled: Sunday, 11 October 2026 at 21:16

DARK WEB POSTS RANSOMWARE VICTIMS INTEL ARTICLES

413 100 1096 85

17 critical + 158 high 18 active groups news + threat feeds in dark web + ransomware
HIBP BREACHES WATCHLIST ALERTS

1043 0 177

17845M+ accounts exposed 0 unread in feed

THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE
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TOP DARK WEB INCIDENTS

Country Severity Sectors Summary
- CRITICAL Defence Anthropic rolls out program for long-term commitment to secure cr
- CRITICAL Defence The US military just turned off ad tracking on its phones. Maybe
China CRITICAL Government US Disrupts China-Linked Integrity Tech &#8216;s Cyber Espionage
China CRITICAL Government Warlock Ransomware Still Exploits Year-Old SharePoint Flaws to Hi
- CRITICAL Attackers exploited Citrix NetScaler zero-day for at least three
- CRITICAL US is looking to weave Al into critical infrastructure for cybers
- CRITICAL Untitled &lt;p&gt;The Netscaler zero day thing is real, being use
- CRITICAL Untitled &lt;p&gt; There are rumours swirling for the past week be
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RESULTS

Group Victims Top Sector
thegentlemen 38 Healthcare
Majinahanashi 19 Other

NOn 11 Not Found

gilin 8 Government & Defense
rhysida 4 Professional Services
Black X 3 Healthcare

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Wed, 07 Oc Evolution of Web3 in Cloud Supply Chain Attacks

Palo Alto Unit 42 Tue, 06 Oc Blinder Tunnel Campaign Targets Iraqi Infrastructure

Palo Alto Unit 42 Wed, 30 Se Threat Brief: NetScaler Zero Days CVE-2026-88771 and CVE-2026-88772 Exploited in
Palo Alto Unit 42 Tue, 29 Se OperTraitors: How Kubernetes Operators Betray Your Security Posture

Palo Alto Unit 42 Fri, 25 Se 3 Consulting Myths Debunked by Unit 42 Experts

Palo Alto Unit 42 Mon, 21 Se From Exposure to Lockdown: How AWS Neutralizes Compromised IAM Credentials throu

TOP CYBERSECURITY NEWS

Source Date Headline
Dark Reading Fri, 09 Oc ASOS Breach Reveals the Risks in Customer-Facing SaaS
Dark Reading Fri, 09 Oc Al Scramble Drives Cybersecurity M&amp;A Boom
Dark Reading Fri, 09 Oc What We Missed: FBI Strikes Back at ShinyHunters
Dark Reading Fri, 09 Oc Security Threats Don't Stop at the Office: Why Executives' Families Need Trainin
Dark Reading Fri, 09 Oc Social Engineering Al Agents: The New BEC for 2026
Dark Reading Thu, 08 Oc 'AgentCorruption’ Puts AWS Environments at Risk With Single Prompt
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DATA BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach 2026-10-11 Anthropic Turns Claude Toward Critical Infrastructure

Data Breach 2026-10-11 Al Agent Governance Starts With Identity

Data Breach 2026-10-11 Trade Coalition Calls for Binding Rules on Feds' OT Security

Vulnerability Sun, 11 Oc CVE-2026-59508 - Interuse i-Bos CWE-89: Improper Neutralization of Special Eleme
Vulnerability Sun, 11 Oc CVE-2026-19740 - Bluetooth LE Controller: retained RX node leak and reachable as

Vulnerability Sun, 11 Oc CVE-2026-19739 - Bluetooth LE controller leaks a retained RX node when an unexpe
Unauth Access 2026-10-11 Anthropic Turns Claude Toward Critical Infrastructure

Unauth Access 2026-10-11 Al Agent Governance Starts With Identity

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts
Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications[.]io verifications[.]io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit[.]In - 2016-10-13 593.4M

DISCLAIMER: For informational use only. BUI accepts no liability. Redistribution prohibited. (c) 2026 BUI. All rights reserved. www.bui.co

Page 4 of 4



