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EXECUTIVE SUMMARY

Intelligence compiled: Sunday, 30 August 2026 at 16:44

DARK WEB POSTS

542
33 critical + 241 high

RANSOMWARE VICTIMS

100
28 active groups

INTEL ARTICLES

960
news + threat feeds

COUNTRIES AFFECTED

118
in dark web + ransomware

HIBP BREACHES

1032
17795M+ accounts exposed

WATCHLIST ALERTS

0
0 unread

VULNERABILITIES

119
in feed

THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE

[!] Critical 33

[H] High 241

[M] Medium 268

[L] Low 0

TOP DARK WEB INCIDENTS

Country Severity Sectors Summary

United States CRITICAL Smashing Security podcast #478: This job interview could destroy 

China CRITICAL Philippine Nuclear and Naval Targets Hit by Suspected Chinese Ope

- CRITICAL 2 PaperCut NG/MF Zero-Days Exploited in Attacks, Emergency Patch 

China CRITICAL Government US Disrupts Global Botnet Used by China-Linked QTFY Hackers The F

- CRITICAL Untitled &lt;p&gt; 12 terabytes of Valve data dating from 2003 to

- CRITICAL Untitled &lt;p&gt; Security researcher Nightmare Eclipse has rele

- CRITICAL Aerospace U.S. Defense Manufacturer IEH Hit by Phishing Attack, Exposing Po

China CRITICAL Security Affairs newsletter Round 589 by Pierluigi Paganini INTER
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RANSOMWARE ACTIVITY

Group Victims Top Sector

qilin 19 Manufacturing

thegentlemen 16 Technology

ZaWoo 16 Technology

Storm 5 Agriculture and Food Productio

shinyhunters 4 Healthcare

global 4 Technology

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Fri, 28 Au Perturbation Probing: A New Diagnostic for the Fragility of LLM Safety

Palo Alto Unit 42 Tue, 25 Au The State of AI-Enabled Malware August 2026: From Brand Abuse to Agentic Executi

Palo Alto Unit 42 Fri, 21 Au Connecting the Dots: Securing the Overlooked Corners of the Software Development

Palo Alto Unit 42 Thu, 20 Au Identity Abuse Through Trusted Communication Channels

Palo Alto Unit 42 Tue, 18 Au Threat Brief: Mitigating Large-Scale Credential Attacks (Updated August 18)

Palo Alto Unit 42 Tue, 11 Au Kimwolf v7: An Evolution of the Kimwolf Botnet

TOP CYBERSECURITY NEWS

Source Date Headline

Dark Reading Fri, 28 Au Hundreds of OpenAI Agents Invaded Hugging Face Servers

Dark Reading Fri, 28 Au Offensive Security Investments Surge as AI Threats Increase

Dark Reading 2026-08-30 [Virtual Event] What Every Enterprise Should Know About Securing Cloud Assets in

Dark Reading 2026-08-30 [Virtual Event] Building a Secure AI Strategy for the Enterprise

Dark Reading Fri, 28 Au You Need Cyber Deception for OT

Dark Reading Fri, 28 Au Defining an AI Kill Switch Is Hard, but Necessary
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DATA BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach 2026-08-30 Unit 42 Sees AI Rewriting Enterprise Security Work

Data Breach 2026-08-30 Spur Expands Research After $200M Insight Partners Purchase

Data Breach 2026-08-30 Treasury Launches Quantum Task Force for Financial Sector

Vulnerability Sun, 30 Au CVE-2026-82641 - keploy 3.1.0 through 3.6.25 Unauthenticated TLS Key Exposure

Vulnerability Sun, 30 Au CVE-2026-82640 - browser-use web-ui 2.0.0 through 3.0.0 Cleartext API Key Storag

Vulnerability Sun, 30 Au CVE-2026-82639 - NextChat 2.15.8 through 2.16.1 OpenAI API Key Disclosure

Unauth Access 2026-08-30 Unit 42 Sees AI Rewriting Enterprise Security Work

Unauth Access 2026-08-30 Spur Expands Research After $200M Insight Partners Purchase

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts

Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications.io verifications.io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit.In - 2016-10-13 593.4M
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