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EXECUTIVE SUMMARY

Intelligence compiled: Sunday, 26 April 2026 at 16:37

DARK WEB POSTS

183
11 critical + 93 high

RANSOMWARE VICTIMS

100
24 active groups

INTEL ARTICLES

916
news + threat feeds

COUNTRIES AFFECTED

77
in dark web + ransomware

HIBP BREACHES

975
17531M+ accounts exposed

WATCHLIST ALERTS

0
0 unread

VULNERABILITIES

110
in feed

THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE

[!] Critical 11

[H] High 93

[M] Medium 79

[L] Low 0

TOP DARK WEB INCIDENTS

Country Severity Sectors Summary

Iran CRITICAL Smashing Security podcast #460: Never knock on the door of a nucl

- CRITICAL Energy SECURITY AFFAIRS MALWARE NEWSLETTER ROUND 94 Security Affairs Mal

Microsoft drop CRITICAL Microsoft drops its second-largest monthly batch of defects on re

- CRITICAL Microsoft Defender under attack as three zero-days, two of them s

- CRITICAL Government, Energy Iranian attacks on US critical infrastructure puts 3,900 devices 

- CRITICAL Defence Dont just fight fraud, hunt it As traditional fraud markers becom

Russia CRITICAL Defence Smashing Security podcast #457: How a cybersecurity boss framed h

Iran CRITICAL Technology Censys finds 5,219 devices exposed to attacks by Iranian APTs, ma
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RANSOMWARE ACTIVITY

Group Victims Top Sector

qilin 34 Manufacturing

coinbasecartel 8 Business Services

akira 8 Manufacturing

lockbit5 7 Transportation/Logistics

incransom 6 Business Services

payload 4 Business Services

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Fri, 24 Ap The npm Threat Landscape: Attack Surface and Mitigations

Palo Alto Unit 42 Fri, 24 Ap TGR-STA-1030: New Activity in Central and South America

Palo Alto Unit 42 Thu, 23 Ap Frontier AI and the Future of Defense: Your Top Questions Answered

Palo Alto Unit 42 Thu, 23 Ap Can AI Attack the Cloud? Lessons From Building an Autonomous Cloud Offensive Mul

Palo Alto Unit 42 Wed, 22 Ap When Wi-Fi Encryption Fails: Protecting Your Enterprise from AirSnitch Attacks

Palo Alto Unit 42 Mon, 20 Ap Fracturing Software Security With Frontier AI Models

TOP CYBERSECURITY NEWS

Source Date Headline

Dark Reading Fri, 24 Ap US Busts Myanmar Ring Targeting US Citizens in Financial Fraud

Dark Reading Fri, 24 Ap Glasswing Secured the Code. The Rest of Your Stack Is Still on You

Dark Reading Fri, 24 Ap AI Phishing Is No. 1 With a Bullet for Cyberattackers

Dark Reading Fri, 24 Ap North Korea's Lazarus Targets macOS Users via ClickFix

Dark Reading Fri, 24 Ap Tropic Trooper APT Takes Aim at Home Routers, Japanese Targets

Dark Reading Fri, 24 Ap Chinese APT Abuses Multiple Cloud Tools to Spy on Mongolia
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DATA BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach Fri, 24 Ap OCR Announces Settlements of Four Ransomware Investigations that Affected Over 4

Data Breach Thu, 23 Ap South Korea&#8217;s regulator fines matchmaking service Duo $830,000 over data b

Data Breach Thu, 23 Ap Healthcare AI Firm Sued Over Alleged Unlawful Disclosures of Genetic Data

Vulnerability Sun, 26 Ap CVE-2026-7045 - baomidou dynamic-datasource StandardEvaluationContext/SpelExpres

Vulnerability Sun, 26 Ap CVE-2026-7044 - GreenCMS index.php themeadd unrestricted upload

Vulnerability Sun, 26 Ap CVE-2018-25297 - Wansview 1.0.2 Denial of Service via Buffer Overflow

Unauth Access Fri, 24 Ap OCR Announces Settlements of Four Ransomware Investigations that Affected Over 4

Unauth Access Thu, 23 Ap South Korea&#8217;s regulator fines matchmaking service Duo $830,000 over data b

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts

Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications.io verifications.io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit.In - 2016-10-13 593.4M
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