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EXECUTIVE SUMMARY
Intelligence compiled: Sunday, 27 September 2026 at 16:59

DARK WEB POSTS RANSOMWARE VICTIMS INTEL ARTICLES
2 00 820 69
12 itil + 93 high jl-active groups news + threat feeds in dark web + ransomware
HIBP BREACHES WATCHLIST ALERTS
038 0
1:|7-837M+ accounts exposed 0 unread iil-:;dS

THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE
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TOP DARK WEB INCIDENTS

Country Severity Sectors Summary
- CRITICAL Defence House and Senate members propose legislation for CISA to step up
- CRITICAL Defence The US military just turned off ad tracking on its phones. Maybe
- CRITICAL Untitled &It;p&gt;The Netscaler zero day thing is real, being use
- CRITICAL Untitled &lt;p&gt; There are rumours swirling for the past week be
- CRITICAL Untitled &lt;p&gt;Kiteworks were the artist formerly known as Acc
- CRITICAL Untitled &It;p&gt;If you use KiteWorks | suggest you temporarily
- CRITICAL Cisco alerts customers to second actively exploited zero-day in a
Iran CRITICAL Defence America&#8217;s cyber strategy overlooks the infrastructure that
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RANSOMWARE ACTIVITY
Group Victims Top Sector
thegentlemen 20 Manufacturing
Wallstreet 7 Financial Services
qilin 7 Manufacturing
everest 6 Professional Services
incransom 6 Healthcare
dragonforce 5 Other

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Fri, 25 Se 3 Consulting Myths Debunked by Unit 42 Experts

Palo Alto Unit 42 Mon, 21 Se From Exposure to Lockdown: How AWS Neutralizes Compromised IAM Credentials throu
Palo Alto Unit 42 Fri, 18 Se A Vault with a Heap-View: The Uncomfortable Space Between AgentCore Harness and
Palo Alto Unit 42 Thu, 17 Se Inside the Modern SOC: Defending the Cross-Environment Pivot

Palo Alto Unit 42 Wed, 16 Se Atomic macOS (AMOS) Stealer Activity

Palo Alto Unit 42 Mon, 14 Se Unmasking Cloud Identities: From Behavioral Clustering to Automated Detection

TOP CYBERSECURITY NEWS

Source Date Headline
Dark Reading Fri, 25 Se Al Sandbox Escapes: Why Forensic Readiness Matters More Than Containment
Dark Reading Fri, 25 Se What We Missed: Google Gemini Joins the Al Escape Party
Dark Reading Fri, 25 Se Stopping IT Worker Scams Requires Revamped HR Process
Dark Reading Fri, 25 Se Russia's Hybrid Cyber-Physical War in Europe Heats Up
Dark Reading Thu, 24 Se 'Salesbleed' Exploits Salesforce Agents to Enable Slack Phishing
Dark Reading Thu, 24 Se SectopRAT Returns, Hiding Inside a Legitimate Application
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DATA BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach 2026-09-27 CISA And FBI Warn OT Operators About Third-Party Hacking

Data Breach 2026-09-27 US Appeals Court Backs Pentagon Blacklisting of Anthropic

Data Breach 2026-09-27 7-Year, $11.6B Anthropic Deal Drives Akamai Cloud Buildout

Vulnerability Sun, 27 Se CVE-2026-97165 - Joomla Extension - svenbluege[.]de - Reflected XSS and open red
Vulnerability Sun, 27 Se CVE-2026-97164 - Joomla Extension - svenbluege[.]Jde - Path Traversal in Clear Ca
Vulnerability Sun, 27 Se CVE-2026-100749 - Joomla Extension - svenbluegel.]Jde - CSRF in backend cleanup a
Unauth Access 2026-09-27 CISA And FBI Warn OT Operators About Third-Party Hacking

Unauth Access 2026-09-27 US Appeals Court Backs Pentagon Blacklisting of Anthropic

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts
Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications[.]io verifications[.]io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit[.]In - 2016-10-13 593.4M

DISCLAIMER: For informational use only. BUI accepts no liability. Redistribution prohibited. (c) 2026 BUI. All rights reserved. www.bui.co

Page 4 of 4



