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EXECUTIVE SUMMARY
Intelligence compiled: Sunday, 14 June 2026 at 21:32

DARK WEB POSTS RANSOMWARE VICTIMS INTEL ARTICLES
00 6 90
iz:: + 70 high 2:|5;active groups Zvils:+ threat feeds in dark web + ransomware
HIBP BREACHES WATCHLIST ALERTS
00 0
1:|7-600M+4accounts exposed 0 unread inSfid

THREAT SEVERITY OVERVIEW -- DARK WEB + RANSOMWARE
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TOP DARK WEB INCIDENTS

Country Severity Sectors Summary
- CRITICAL Government Smashing Security podcast #469: What your Oura ring won&#8217;t t
- CRITICAL Oracle PeopleSoft RCE Flaw Used as Zero-Day in Ongoing ShinyHunte
- CRITICAL ShinyHunters Target Universities in Oracle PeopleSoft Zero-Day At
- CRITICAL Anthropic expanding access to Project Glasswing Roughly 150 new o
China CRITICAL Defence Five Eyes Warns Chinese Spies Are Using Fake Job Ads to Target Mi
Ukraine CRITICAL Government Meet GREYVIBE, the Russia-Linked Hacking Group Using Al to Target
Microsoft Call CRITICAL Microsoft Calls the Zero-Day Dumps Irresponsible. The Researcher
Israel CRITICAL Energy Israel - Cardinal group claims breach of Israeli nuclear infrastr
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RANSOMWARE ACTIVITY
Group Victims Top Sector

lockbit5 18 Not Found
dragonforce 12 Not Found
threeam 12 Not Found
shinyhunters 7 Consumer Services
nightspire 6 Public Sector

ma3rx 6 Business Services

THREAT INTELLIGENCE HIGHLIGHTS

Source Date Title

Palo Alto Unit 42 Fri, 12 Ju Tracing Digital Intent: New MacOS Tahoe 26 Artifact Discovered

Palo Alto Unit 42 Thu, 11 Ju Trust No Skill: Integrity Verification for Al Agent Supply Chains

Palo Alto Unit 42 Tue, 09 Ju Blinding the Watchmen: Abusing Cloud Logging Services for Defense Evasion and Vi
Palo Alto Unit 42 Tue, 09 Ju Threat Brief: Active Exploitation of PAN-OS CVE-2026-0257

Palo Alto Unit 42 Mon, 08 Ju When Hi, This Is IT Comes Through Microsoft Teams

Palo Alto Unit 42 Tue, 02 Ju The npm Threat Landscape: Attack Surface and Mitigations (Updated June 2)

TOP CYBERSECURITY NEWS

Source Date Headline
Dark Reading Fri, 12 Ju ShinyHunters Uses Oracle Zero-Day to Rampage Higher Ed
Dark Reading Fri, 12 Ju Claude Fable 5 Doesn't Change the Mythos Security Story
Dark Reading Fri, 12 Ju Phishing Attack Volume Down 20%, But Risk Still Rising
Dark Reading Thu, 11 Ju Max-Severity Ivanti Flaw Exploited 24 Hours After Disclosure
Dark Reading Thu, 11 Ju Segmentation Works for OT If Operators Are Paying Attention
Dark Reading Thu, 11 Ju Chinese, N. Korean Threat Groups Build on Asia-Pacific Success
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A BREACHES / VULNERABILITIES / UNAUTH ACCESS

Category Date Title

Data Breach Sun, 14 Ju UK: Hotel guests issued urgent &#8216;check&#8217; alert as personal details sto

Data Breach Sun, 14 Ju Novo Nordisk reports data breach, tells clinical trial patients to &#8216;remain

Data Breach Sun, 14 Ju ShinyHunters Claims Theft of 297GB of Council of Europe Data; Claims Unconfirmed
Vulnerability Sun, 14 Ju CVE-2026-54411 - Linux-PAM pam_userdb Plaintext Password Recovery Timing Vulnera
Vulnerability Sun, 14 Ju CVE-2026-54410 - nanoMODBUS TCP Server Off-by-One Buffer Overflow

Vulnerability Sun, 14 Ju CVE-2026-11527 - Config::IniFiles versions before 3.001000 for Perl allow OS com
Unauth Access Sun, 14 Ju UK: Hotel guests issued urgent &#8216;check&#8217; alert as personal details sto
Unauth Access Sun, 14 Ju Novo Nordisk reports data breach, tells clinical trial patients to &#8216;remain

BREACH INTELLIGENCE -- TOP RECENT BREACHES

Breach Domain Date Accounts
Synthient Credential Stuffin - 2025-04-11 1957.5M

Collection #1 - 2019-01-07 772.9M

Verifications.io verifications.io 2019-02-25 763.1M

Onliner Spambot - 2017-08-28 711.5M

Data Enrichment Exposure Fro - 2019-10-16 622.2M

Exploit.In - 2016-10-13 593.4M
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