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New for this Week

» As a user of Microsoft technologies, you are receiving this publication to stay
informed about critical topics such as Microsoft licensing, price increases, end-of-
life dates, technical updates, security notices, and more.

If you do not want to continue receiving TOP STORIES, click on the unsubscribe
link at the bottom of the mail.

« Another 3 New vendors: Corel, Winzip and MongoDB are added.

o DarkWeb Weekly Intelligence Report #186- The bad guys never sleep

» Did you Know? Data IQ solutions for your Business

» A wearable monitor - maybe easier to wear than an 84" monitor.

» Excel changes the rules - A single Cell will hold a list

» Publisher and Project Ending - End of life - Read did you know!

o CSP price increase - If you pay monthly - it goes up!

» Teams Supports 2 Presenters - Well, it's new for Teams

» CoPilot SuperApp is coming - Satya says it is a new Operating System!

* Microsoft Retiring Companion Apps - Admins Assemble!

» CoPilot+ is History - Be careful of the hardware you buy.

e Al Helps Scammers trick you - now be careful of your renewals!

« Phishing with Al - EvilTokens taken down - There will be a replacement

» CoPilot SuperApp - Pay attention to the "UBB"!
|
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DarkWeb Executive

Report #186

CTA - Sponsored message from BUI

BUI scans the DarkWeb continuously for
Hacker signals and Ransomware
attacks.

Click above for the report from our live
dashboard that we will publish weekly
(but is actually updated continuously).
This is part of the DarkWeb monitoring
services included with many of BUI's
managed services offerings. This report
is live, and this is a "snapshot” of the

top 10 events as of Sunday Afternoon.

Newest additions to

FirstMarketPlace

CTA - Sponsored message from FirstMarketPlace

Corel

Winzip

and MongoDB

Are added for this week.

Click the link above for more infomation
on these vendors

Last Week's Top
Stories

SignUp for the Archive

You can click the top button for last
week's edition or sign up for access to
the archive with Al assistance to read
from #1

New Movies for this

week

Avengers Endgame Encore is doing
very well and worthwhile going to see in
anticipation of Doomsday.

WARNING!! The trailer for Ice Cream
Man is really hectic!!!

Did you Know?

CTA Sponsored message from First Digital a division of First Technology Group

Your Microsoft 365 tenant can run the applications you are buying elsewhere.

Seven of them.
Available now.
Built in South Africa.

Every department has one. The HR spreadsheet. The contracts folder on the shared

drive. The recruitment system nobody chose.

The project tool billed per user in dollars, which moves every time the rand does.

First Digital, part of First Technology Group, has spent fifteen years being asked for the

same things.
So they built them.

ContractlQ, ProjectlQ, PolicylQ, RecruitlQ, LearnlQ, PerformancelQ and License
Pulse. They deploy into the Microsoft 365 tenant you already own, on the Azure

you already pay for.

« Your data never leaves your environment. No new vendor cloud, no extra

processor agreement.

Your POPIA position resolves against the Microsoft agreement you have already
signed. Turn a subscription off and everything stays where it is, because it was

never anywhere else.

» Priced per tenant per band, NOT per user. The bill does not automatically grow,
unless you move from one band to the next.
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» Agentic Al that advises rather than decides. ContractlQ reads every clause
and flags the auto-renewal trap before the window closes. ProjectlQ reads the
actuals, not the status report, and tells you a project will slip three weeks before
anyone types "amber". Your people still make the call.

» Customisation is welcome. Try that with a global vendor.

And there is a use for this that most organisations have forgotten. TOP STORIES has
warned since #52 that the New Outlook will never support COM add-ins. That add-in is
the doorway. Behind it sits the process that actually needs rebuilding.

You're running out of time - Classic Outlook is only supported to 2029, and we are
almost in 2027!

Proof is a thirty day pilot on your own tenant, with your own data. Deployment takes
hours, not months.

So..... which of your departments is still being held together by a spreadsheet (even if it
will support lists?

Please contact your First Technology Group account manager to arrange a
demonstration with the First Digital team.

Your next
monitor

may fit on
your face

Last week’s 83.4-
inch curved monitor
needed a substantial
desk with edge
support to prevent
the display from

sagging.

This week, Meta announced VR Glasses that put a virtual workspace into glasses
weighing about 100g.

There is a catch: the computer and battery live in a separate unit attached by an optical
cable - but | think we could live with that!

The glasses use micro-OLED displays, and Meta says you can arrange several
virtual screens around you while still seeing your real surroundings.
It also promises to turn a tabletop into a keyboard and touchpad.

Impressive? Certainly. Ready to replace the office monitor?
Maybe this will become a real option by 2028!

Meta’s own specifications give the glasses a 70-degree horizontal field of view, so a
sprawling virtual workspace will still involve turning your head. In an early hands-on trial,
the screens looked clear, but typing on the virtual keyboard proved difficult.

Meta says the glasses will go on sale in spring 2027 for US$1,299.99.

Its announcement gives no South African launch details. For businesses, the interesting
question is whether a lightweight private workspace could help people working away
from a desk. Comfort, application support and everyday usability will need proper testing
before that becomes a purchasing decision.



Maybe that 83" curved display is a little too late- and the next "massive" display will be
worn on your head?

Clunky VR headsets are dead!

Microsoft News

oy - Excel changes

. e — the rules. One
2 cell, an entire
list!

This is not another button
=~ —L. moving around the ribbon.

X ; \_| . Microsoft is changing what

— > W an Excel cell can actually
hold. Lists in cells allow

multiple separate values inside one cell, rather than treating everything as one lump of

text.

That is a significant change to how spreadsheets can be organised and used.

bl

For example, a project might have three people responsible for it. Previously, typing their
names into one cell created a single text entry. With the new feature, Excel recognises
each person separately, so filtering for one name finds their projects even when they
share responsibility with others.

Think about staff skills, product tags, customer interests or survey responses. Related
information can stay together without creating extra columns or repeating rows just to
make individual items easier to find. This deserves the attention of everyday Excel users,
not just the spreadsheet experts.

Once the feature is available, lists can be created through Insert > List or Ctrl+J. The
change goes further, allowing formula results containing multiple values to remain inside
one cell, with new functions to check list contents and unpack more complex structures
for analysis.

BUT... do not rebuild the company'’s critical spreadsheets just yet! These features
are currently rolling out in the Microsoft 365 Beta Channel for Windows and Mac,
not generally available. Microsoft advises against using them in important
workbooks yet, and there are still limitations involving PivotTables, charts and
Power Query.

Learn and experiment now, then adopt with a plan.

Please contact your First Technology Group account manager to connect you with First
Digital for a practical demonstration, help identifying where this can simplify your
spreadsheets, and guidance on preparing your users to take advantage of the change.
CTA - Sponsored message from First Technology Group

Windows Latest: One Cell in Excel can hold an entire list
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Publisher and
Project Online:
those
retirement
dates are now
VERY close!

The Register has issued a
timely reminder that
Publisher and Project Online are heading for retirement. These are no longer dates to
put into next year’s planning spreadsheet!

Regular TOP STORIES readers have had advance warning.
#51 carried “Publisher coming to end of life”, and #106 specifically reminded Microsoft
365 subscribers to save their Publisher files in other formats before losing access.

#118 also covered the separate retirement of Project for the web and its move into
Planner, urging readers to get assistance with the implications. Microsoft's changing
Project roadmap should therefore not come as a surprise.

Project Online retires on 30 September 2026. This is a service shutdown, not simply
the end of technical support. Microsoft says customers will no longer be able to access
their projects or associated data within the service afterwards.

Any outstanding backup, export or migration work is now urgent. Importantly, this does
NOT mean Project desktop or Project Server Subscription Edition is being switched off.

Publisher leaves Microsoft 365 on 1 October 2026. Convert important .pub files
before then. PDFs preserve a readable copy, but documents that need continued editing
require a suitable replacement and careful layout checking. Perpetual Publisher
installations can continue working, but support ends on 13 October 2026.

Read this alongside the “Did You Know”, then consider: has your organisation actually
completed its transition, or has it merely discussed the options? Buying another licence
is not the same as migrating your data and business processes.

Please contact your First Technology Group account manager urgently to connect you
with the relevant Microsoft and project-management specialists. Confirm which products
you use, protect the information you still need, and ensure the replacement supports
how your business actually works. The software may be retiring... your projects cannot!

CTA - Sponsored message from First Technology Group

Publisher Support ending

CSP Subscriptions price increase

From 1 October 2026, one-year CSP software subscriptions billed monthly will attract a
5% uplift on new purchases and renewals.

This covers software subscriptions such as Windows Server and SQL Server, rather
than a blanket increase across all CSP licences.

Existing subscriptions pick up the increase at their next renewal on or after that date, not
automatically on 1 October.

Paying upfront for the annual term avoids this uplift. Three-year software subscription
pricing and payment options remain unchanged by this update. Microsoft's Partner
Center announcement provides the detalils.


https://www.neowin.net/news/microsoft-reminds-customers-that-publisher-support-is-ending-in-a-few-days

Please contact your First Technology Group account manager to connect you with a
licensing specialist, check your renewal dates and compare payment options before the
next renewal makes the decision for you.
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Microsoft: CSP Price increase notification

Ready to

%’ Autopilot Put Your
T - Workon
Home Code  Autopilot 1 1 1

Autopilot'?
5 Overview o Morning Elvia, you're in good shape.
2 Routines
= plugins R the suppier o] Microsoft's Autopilot,
: : N ¢ previously called

Y Dot Scout, is designed to

il monitor discussions,
L ‘ i OO chase updates and
keep projects moving
without waiting for another prompt. It runs in the cloud with its own identity, memory and
workspace inside your organisation’s environment.
A wider private preview is planned for the end of September, this is NOT general
availability.

Stakeholder follow-up

It forms part of a redesigned Copilot. Home brings chat and delegated work together,
Code builds applications and automations from plain-language instructions, and Word,
Excel and PowerPoint are being brought directly into the experience. Microsoft is moving
beyond answering questions towards actually doing the work.

This reinforces the message in TOP STORIES #185, expect Microsoft to push E7 and
Copilot hard.

E7 combines E5, Copilot, Entra Suite and Agent 365, making the proposition about
productivity PLUS the identity, security and governance needed to control these
increasingly capable agents.

The commercial push is following. Microsoft's new CSP growth margins start on 1
October 2026, with its latest notice confirming that the relevant E5, E7 and Copilot
promotions end on 30 September. These are partner incentives, not automatic customer
discounts, so check the actual offer rather than assuming a saving.

And the licence is not an unlimited Al buffet. Cowork, Code and Autopilot carry
usage-based charges. An agent working while you sleep can also spend while you
sleep..... set permissions, budgets and approval controls before letting it loose.

Please contact your First Technology Group account manager to connect with FTG’s
licensing, Al and security specialists. Review the applicable incentives, identify useful
workflows and assess the full costs before committing. A better offer is only valuable

when the technology delivers benefits.

CTA - Sponsored message from First Technology Group

Ready to put your work on AutoPilot?
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Microsoft 365
companion apps retire
& in December
e Admin action required
R

W

2 Microsoft is retiring its Calendar, People and
Files Microsoft 365 companion apps on 16
December 2026. These are the quick-
access apps on the Windows 11 taskbar,

not the underlying Microsoft 365 services.

Do not leave the clean-up until December. The apps will stop working, and
Microsoft has already stopped providing updates, including security fixes.
Administrators must arrange their removal rather than assume Microsoft will
automatically uninstall them.

There are three priorities:

» Stop further installations. Clear the automatic-installation setting in the Microsoft
365 Apps admin centre and remove relevant Intune deployment assignments.
Otherwise, the apps could be reinstalled after removal.

 Remove and verify. Uninstall the apps using Intune or your software-
management platform, then check for failed removals and devices that were
offline.

» Prepare users. Explain the change, update internal guidance and provide
uninstall instructions for staff using unmanaged devices.

The reassuring part is that no calendars, contacts or files will be lost. Users can continue
accessing their information through Outlook, Teams, OneDrive, SharePoint and other
existing Microsoft 365 and Windows tools.

Contact your First Technology account manager for assistance identifying affected
devices, managing removal and preparing users before December.

CTA - Sponsored message from First Technology Group

Microsoft to retire companion apps in December

I Microsoft

quietly drops
o Copilot+
Copilot*PC  branding from
its new

laptops

Microsoft is quietly
dropping Copilot+ PC
branding from its latest Surface devices, despite the machines still meeting the hardware
requirements and supporting the associated Al features. This is a retreat from the
marketing label, not from the underlying capability.


https://www.ghacks.net/2026/09/22/microsoft-to-retire-the-calendar-people-and-files-microsoft-365-companion-apps-in-december/

Remember TOP STORIES #44, back in January 20247 | excitedly described the new
Copilot key as a “genius marketing move” and joked that a PC without it would look “old
and uncool”.

Well, that observation has aged rather unexpectedly!

Microsoft's 22 September Windows 11 preview update now introduces the option to
remap that key to Right Ctrl or the Context Menu key, with availability rolling out
gradually. The physical key remains, but users can give it a familiar old job instead of
launching Copilot. This is an optional change, not an automatic remapping.

Read more about the key remapping_here.

The buying lesson? Follow the hardware, not just the badge.

Keep up to date with new processor generations and compare real performance,
memory, battery life, application compatibility and warranty against the asking price.

Do not assume that a missing Al badge means outdated hardware, or that a discounted
older model is automatically the best deal.

Contact your First Technology account manager before your next hardware purchase to
compare the latest options and make sure you get the right specification at the best
value.

CTA - Sponsored message from First Technology Group

Microsoft Drops CoPilot+ Branding

|
Security

Al helps scammers build convincing antivirus renewal
pages

A message says your antivirus subscription has renewed and you have been charged.
You were not expecting that, so you follow the cancellation link. The page looks
professional, complete with a subscription summary and a reassuring green tick.

Malwarebytes found a fake Avast renewal page that appeared to have been made with
Al, although that cannot be proved from its code. The example was unfinished and its
form did not send any details.

In a working version, a form asking for your name, email address and phone number
could set up the next step: a “support” call urging you to install remote access software.
Today, a fake Avast page was found; tomorrow, it could be any other vendor.... you must
be suspicious all the time!

Once again, the human is the weakest link. Anyone can be taken by surprise by a
plausible charge. A polished page and perfect spelling are no longer signs that a
message is genuine.

Regular, practical training is essential. Teach staff to check the charge through their
bank, open the supplier’'s app or website independently, and report suspicious messages
or calls promptly, even if they have already responded.

DO NOT be tempted to respond to messages, as ANY type of response increases
the value by showing that the contact address is "active".

Please contact your First Technology Group account manager to arrange ongoing
security awareness training for your team.

CTA - Sponsored message from First Technology Group

Al helps scammers build renewal pages
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Phishing now

comes with Al,
subscriptions

and customer

support.

Microsoft and its
partners have
disrupted EvilTokens,
an Al-powered
phishing service linked
to more than 12,000
compromised inboxes across over 10,000 organisations. This was far more than a
collection of fake emails. It was a sophisticated criminal business.

Sold through Telegram for $1,500 upfront and $500 a month, the service offered
management dashboards, customer support, ready-made templates and personalised
phishing messages.

Its Al could analyse compromised inboxes, identify payment discussions, work out who
authorised transfers and draft messages impersonating trusted contacts. Criminals were
effectively buying a service that helped decide who to target, impersonate and how to
extract money.

The particularly dangerous twist was device-code phishing. Victims were persuaded to
enter an attacker-supplied code on Microsoft’'s genuine sign-in page. Completing the
legitimate authentication process could authorise the criminal’s access, even when
multifactor authentication was involved. No fake Microsoft login page or password
disclosure was necessary.

The takedown combined technical investigation, legal action and international
cooperation. Microsoft used reverse engineering and Al-assisted analysis to identify the
infrastructure. Working under US court authorisation with industry partners, it seized 50
websites and disabled more than 150 additional domains. UK police arrested two
suspects on 11 September 2026, seized devices and subsequently released both on
conditional bail while investigations continue.

The familiar TOP STORIES warning remains: the human can still be the weakest
link, even when the website is genuine. Blaming staff is not the answer.

Training must move beyond spotting spelling mistakes and suspicious addresses to
recognising unexpected authentication requests and convincing impersonation.
Regular, updated, role-specific exercises should reinforce independent verification of
payment changes and immediate reporting of concerns. Strong identity controls must
support that training, not be replaced by it.

Contact your First Technology account manager to review your security controls and
arrange regularly refreshed, targeted staff awareness training. The attackers are
updating their methods. Your training needs to keep pace.
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Techradar: Al phishing tool taken down by Microsoft

Cloud & Al


https://www.techradar.com/pro/security/microsoft-takes-down-ai-boosted-phishing-tool-that-hit-12-000-accounts

Copilot gets a

ap ‘super app”...
watch the billing

‘ Home — Code  Autopilot  pjractions on Microsoft has
& B e . published a helpful summary of
© New how Microsoft is bringing chat,
| & N Library document editing, app crgation
and autonomous agents into one
7 {3 Customize Copilot experience. Home

combines Chat and Cowork,
Code builds applications from
plain-language instructions, and
Autopilot handles ongoing work while you are elsewhere. Word, Excel and PowerPoint
are moving inside Copilot, rather than simply having Copilot inside Office. The rollout is
phased, with several capabilities initially in preview.

{> Automations

This follows the message in TOP STORIES #184, where we covered Microsoft’'s
aggressive push towards E7 and warned that the licence is increasingly only the entry
ticket. The consumption meter comes next.

There are real opportunities coming....

Eligible CSP E7 promotions offer 10% or 15% discounts, depending on the offer and
commitment. However, Microsoft says these promotions are for new purchases after 30
September 2026, so eligibility and timing_need checking_now.

And now we have another acronym to learn:

UBB, Usage-Based Billing, with the USL, User Subscription Licence.

The subscription covers everyday Copilot work, while advanced capabilities such as
Cowork, Code, Autopilot and selected frontier models consume Copilot Credits at
additional cost.

This is subscription PLUS usage, not one replacing the other.

A discounted E7 subscription is not an unlimited Al budget and does not automatically
discount the consumption.

Delegating more work to agents can mean more consumption, even while you are away
from your desk.

Microsoft is introducing spending controls and usage visibility, but these need to
be part of the deployment plan, not something investigated after the first
unexpected bill.

Please contact your First Technology Group account manager to evaluate your existing
licences against E7 and Copilot offers, confirm promotional and renewal terms, and
model the combined subscription and usage costs. The best deal is the one that delivers
measurable value, not simply the biggest discount.
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Directions: Microsoft shows off it's new SuperApp
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